A Y5

J | R s ET ISSN(O): 2319-8753
ISSN(P): 2347-6710
International Journal of Innovative Res: hin

Scwnce | Engineering | Technology

International Journal of Innovative Research in Science
Engineering and Technology (IJIRSET)

(A Monthly, Peer Reviewed, Refereed, Scholarly Indexed, Open Access Journal)

Impact Factor: 9.935 Volume 15, Issue 9, September 2026

@ www.ijirset.com X ijirset@gmail.com < +91-9940572462 (L) +9163819 07438



Factor

ﬂﬁﬁéﬁ International Journal of Innovative Research of Impact
1JIRS Science, Engineering and Technology (IJIRSET) e

|www.ijirset.com |A Monthly, Peer Reviewed & Refereed Journal| e-ISSN: 2319-8753| p-ISSN: 2347-6710|

Volume 15, Issue 9, September 2026
|DOI: 10.15680/1JIRSET.2026.1509025|

Real-Time Privacy Monitoring and
Prevention System

Prof. Mrunali Chore, Sourabh Patle, Sujit Singh, Chetan Tawade, Ashvin Bagde, Ayush Chandel

Department of Computer Science and Engineering, Priyadarshini College of Engineering & Technology, Nagpur, India

ABSTRACT: Android smartphones have become an essential part of everyday life, enabling users to communicate,
shop, bank, study, and access various online services. To provide these services, mobile applications request permissions
for resources such as the camera, microphone, location, contacts, storage, and notifications. However, many users grant
these permissions without fully understanding their purpose or the personal information they may expose, increasing
privacy risks. This paper presents real time monitoring prevention system , an Android-based privacy advisory
framework designed to help users understand application permissions in a simple and meaningful manner. Instead of
displaying only technical permission names, the proposed system analyzes installed applications, evaluates their
requested permissions, estimates their privacy impact, and calculates a Privacy Risk Score. It also uses Artificial
Intelligence to generate clear explanations about why permissions are requested, whether they are appropriate for the
application's category, potential privacy risks, and practical recommendations for safer usage. Real-Time Privacy
Monitoring and Prevention System operates as a privacy advisory system without modifying applications, bypassing
Android security mechanisms, or interfering with normal device operation. By combining permission analysis, rule-based
risk evaluation, and Al-generated explanations, the framework aims to improve privacy awareness and support informed
decision-making among both technical and non-technical Android users.

KEYWORDS: Android Security, Mobile Privacy, Permission Analysis, Privacy Risk Assessment, Artificial
Intelligence, Privacy Advisor, Android Applications.

I. INTRODUCTION

In recent years, Android smartphones have become an essential part of daily life. People use mobile applications for
communication, education, online banking, shopping, entertainment, healthcare, and many other activities. To provide
these services, applications request different permissions such as access to the camera, microphone, location, contacts,
storage, phone information, and notifications. Some permissions are necessary for application functionality, while others
may not always be required. Although Android allows users to grant or deny permissions, it generally provides only the
permission name without clearly explaining its purpose or possible privacy impact. As a result, many users accept
permission requests without understanding what personal information an application can access or how that information
might be used. This lack of awareness increases the risk of unnecessary data exposure and makes informed privacy
decisions difficult. Furthermore, application permissions can change over time, especially after updates, when additional
permissions may be requested. Most users do not regularly review these changes, making it difficult to recognize changes
in an application's privacy behavior. Existing permission managers mainly display technical information, while many
security applications focus on detecting malware or viruses rather than explaining the practical privacy implications of
permissions.

To address these challenges, this paper proposes Real Time Monitoring Prevention System, an Android-based privacy
advisory framework designed to help users understand application permissions in a simple and meaningful manner. The
proposed system scans installed applications, identifies the permissions they request, evaluates whether those permissions
are expected based on the application's category, and estimates their overall privacy impact using a rule-based risk
assessment approach. Based on this analysis, the framework generates a Privacy Risk Score representing the application's
overall privacy level. A key feature of the proposed framework is the integration of Artificial Intelligence to generate
user-friendly explanations. Instead of presenting only technical permission names, the system explains why a permission
is requested, what personal information it may access, whether the permission appears appropriate for the application,
the possible privacy risks, and what precautions users should consider. These explanations are presented in simple
language so that both technical and non-technical users can easily understand the privacy implications of application
permissions.
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The proposed framework is designed according to user privacy and Android security principles. It does not modify
applications, intercept user activities, bypass Android security mechanisms, or access private information without
permission. Instead, it operates as a privacy advisory system that analyzes application information and user-approved
permissions to improve privacy awareness while respecting Android's existing security model. The primary objective of
Real Time Monitoring prevention System is not to replace Android's permission system but to make permission-related
information easier for users to understand before making security decisions. By combining permission analysis, rule-
based risk evaluation, and Al-generated explanations, the proposed framework aims to support safer mobile application
usage, reduce unnecessary data exposure, and encourage stronger privacy awareness among Android users.

II. LITERATURE REVIEW

Android application privacy has been studied from several perspectives, including permission security, privacy-data
collection, user behavior, formal verification, and automated privacy-risk assessment. Existing studies show that
Android's permission system provides an important security layer, but users and developers can still face difficulties in
understanding and managing privacy-related risks. The following studies provide the foundation for the proposed Real-
Time Privacy Monitoring and Prevention System framework.

Khedkar, Mondal, and Bodden [1] investigated the types of privacy-related data collected by Android applications. Their
study introduced a multi-layered definition of privacy-related data and developed a dataset that considers information
collected through both application interfaces and Android system APIs. The researchers also developed a prototype
capable of statically identifying privacy-related data collection and compared the detected information with the data
reported by applications. Their analysis of Android applications showed that privacy-related data collection differs across
application categories. The study is important because it demonstrates that simply looking at application declarations
may not provide a complete picture of the data collected by an application. However, the main focus of the work is on
identifying and reporting data collection rather than providing a simple, user-oriented privacy risk explanation for
individual applications [1].

Solanki, Laxmi, and Gaur [2] presented a comprehensive survey of the evolution of Android's permission-based security
model. The study examined how Android moved from an earlier permission approach toward a model in which users
have more control over access to sensitive resources. The authors organized previous research around areas such as
Android permission evolution, the relationship between permissions and API calls, and mechanisms used to check
permissions. Their review also identified unresolved challenges in Android permission management. This work provides
an important background for understanding why permission analysis remains relevant even though Android's security
model has improved over time. However, the study is primarily a survey and security-model analysis; it does not provide
an integrated user-facing system that calculates a privacy score and explains individual permission risks in simple
language [2].

Akanji, Egele, and Stringhini [3] investigated two less visible aspects of Android's permission mechanism: permission
groups and custom permissions. Their longitudinal analysis examined a very large collection of Android application
packages and found cases where applications could obtain additional permissions within already approved permission
groups. The researchers also identified custom-permission scenarios that can enable cross-application access without the
same level of visibility provided by normal runtime permission requests. These findings are important because they show
that a user's initial permission decision does not necessarily represent the complete future permission state of an
application. The study strengthens the argument for monitoring changes in application permissions. However, its primary
objective is ecosystem-level security analysis rather than providing a simple privacy advisory interface for ordinary
Android users [3].

F. Yang [4] investigated the relationship between mobile application runtime permissions, privacy decisions, digital
literacy, and consumer consent. The study highlights that runtime permission requests occur during application use and
can affect users' privacy decisions depending on the context in which the request is presented. The research is important
for the proposed system because it supports the need for understandable and contextual privacy information instead of
relying only on technical permission terminology. The proposed framework extends this idea by analyzing permissions
and presenting their possible privacy implications through a centralized privacy dashboard [4].
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Blanco-Aza et al. [5] proposed an Al-driven framework for privacy-risk assessment in mobile applications and social
networks. Their work, known as SafeMountain, focuses on systematically quantifying, evaluating, and visualizing
privacy risks while considering privacy requirements and regulatory considerations. The study demonstrates the potential
of artificial intelligence for automating privacy-risk assessment and presenting privacy information in a structured
manner. This work is closely related to the proposed system because both approaches use automated analysis to make
privacy risks easier to understand. However, the proposed framework specifically focuses on Android application
permissions, contextual permission analysis, permission changes, and user-oriented explanations [5].

Alkinoon et al. [6] conducted a comprehensive analysis of evolving Android permission usage across applications. Their
research examined permission-request patterns across different applications and distinguished characteristics of benign
and malicious applications. The study also investigated permission combinations, application categories, and changes in
permission usage over time. Their findings emphasize the importance of continuous monitoring, user education, and
contextual analysis when addressing Android permission misuse. These findings support the proposed framework's use
of application categories, contextual rules, historical permission information, and risk scoring. However, the study
primarily analyzes ecosystem-wide permission trends rather than implementing a user-facing privacy advisor [6].

III. PROBLEM STATEMENT

Android has introduced a permission-based security model to help users control how applications access sensitive
information such as location, contacts, camera, microphone, storage, and phone data. While this model gives users the
option to allow or deny permissions, it does not provide enough information for them to make well-informed decisions.
Most permission requests contain only technical names, which are difficult for many users to understand.

Many users install applications from trusted app stores without carefully reviewing the permissions they request. In many
cases, permissions are accepted simply because the application cannot be used without granting them. Users often do not
know what personal information these permissions can access, whether they are necessary for the application's purpose,
or what privacy risks they may create.

Another issue is that application permissions can change after software updates. An application that originally requested
only basic permissions may later request additional sensitive permissions. Since most users do not regularly review
permission changes, they may continue using the application without realizing that its access to personal information has
increased.

Existing Android permission managers mainly display permission lists but provide limited explanation about their real-
world privacy impact. Similarly, many mobile security applications focus on malware detection, virus scanning, or device
protection rather than helping users understand permission-related privacy risks. As a result, there is still a gap between
technical permission information and user understanding.

Furthermore, many existing solutions do not evaluate whether a permission is reasonable for a particular application
category. For example, it may be expected for a navigation application to request location access, while the same
permission could appear unnecessary for a simple calculator application. Without this context, users may find it difficult
to judge whether a permission request is normal or potentially concerning.

To address these challenges, there is a need for an intelligent privacy advisory system that not only analyzes application
permissions but also explains their purpose in simple language, estimates the overall privacy risk, and provides practical
recommendations. Such a system should improve user awareness without modifying applications, bypassing Android
security mechanisms, or interfering with the normal operation of the device.

IV. RESEARCH OBJECTIVES
The primary objective of this research is to design and develop an Android-based privacy advisory framework that helps

users better understand the permissions requested by installed applications and the possible privacy risks associated with
them.
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The specific objectives of this research are as follows:

1. To scan installed Android applications and collect information about the permissions they request.

2. To analyze each permission and identify the type of personal information that it may access.

3. To determine whether a requested permission is expected or unexpected based on the application's category and
functionality.

4. To develop a rule-based privacy assessment approach for evaluating the privacy impact of application permissions.
5. To calculate a Privacy Risk Score that provides users with an overall indication of an application's privacy level.

6. To integrate Artificial Intelligence for generating simple, human-readable explanations of permission usage, possible
risks, and recommended actions.

7. To present privacy information through an easy-to-understand dashboard that can be used by both technical and non-
technical users.

8. To improve privacy awareness by helping users make informed decisions before trusting or continuing to use an
application.

9. To design the proposed framework so that it fully respects Android's security policies by avoiding application
modification, browser interception, root access, or unauthorized data collection.

By achieving these objectives, the proposed framework aims to bridge the gap between technical permission information
and user understanding, allowing Android users to make more informed privacy decisions while maintaining full control
over their devices.

V.METHODOLOGY

5.1 System Architecture

The proposed architecture contains six logical components: (1) Application Scanner, (2) Permission Analysis Module,
(3) Context and Rule Engine, (4) Privacy Risk Scoring Module, (5) Al Explanation Module, and (6) Privacy Dashboard.
The scanner gathers application-level metadata and permission information available through Android's supported
mechanisms. The analysis module maps permissions to privacy-relevant resource categories. The rule engine evaluates
contextual consistency, while the scoring module produces a relative risk indicator. Finally, the Al module converts
structured findings into user-oriented explanations.

5.2 Application Scanning

For each installed application, the framework records information such as application name, package identifier, version
information, category where available, requested permissions, and relevant permission state. The scanner is intended to
be read-only with respect to third-party applications. It does not alter application packages or inject code into them.

5.3 Permission Normalization and Analysis

Permission names are normalized into user-oriented categories such as location, camera, microphone, contacts,
messaging, storage/media, notifications, and nearby-device access. Each category is associated with a description of the
type of device resource or personal information that may become accessible. The framework does not infer that access
has actually occurred merely because a permission is declared or granted; this distinction is essential because permission
metadata alone cannot prove data collection or exfiltration.

5.4 Contextual Rule Engine

The rule engine evaluates a permission in relation to application context. A permission is therefore not automatically
classified as harmful because it is sensitive. For example, location access can be strongly related to navigation
functionality, whereas the same access in a basic calculator application may deserve additional review. Rules can assign
different weights to permissions according to sensitivity and contextual relevance.

5.5 Privacy Risk Score

A prototype score can be expressed as a weighted normalized indicator. Let p_i represent a requested permission, w_1i its
sensitivity weight, and ¢ i a contextual relevance factor. Let g i represent the permission state where a granted sensitive
permission receives greater weight than a merely declared permission. A simple formulation is: R =100 X [Z(w_ix c i
x g 1)] / [Z(w_i x g max)]. The exact weights should be calibrated through an empirical study rather than selected
arbitrarily. The score is intended to rank or flag applications for review; it is not a probability of maliciousness and must
not be described as proof of unsafe behavior.
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5.6 Al-Based Explanation

The AI component receives structured findings rather than unrestricted access to device data. Its role is to explain the
result, describe why a permission may be relevant, identify why it was flagged, and provide practical recommendations.
Deterministic rule outputs should remain the source of the score. This separation reduces the risk that a generative model
will invent a technical finding that was not produced by the analysis engine.

5.7 Privacy Dashboard

The dashboard can display an overall score, risk category, permission breakdown, contextual findings, application
history, and recommendations. A change-history view can compare permission metadata across application versions
when such snapshots are available. The interface should clearly distinguish observed facts, rule-based assessments, and
Al-generated explanations.

s Scan installed » Analyze every * Compare * Calculate Privacy = Send app/URL * Store analysis
app's permission permissions Risk Score (0-100) info, results in local &
s Read app * Identify what with predefined = Consider factors: permissions and remote
information information can rules based on -Sensitive risk score to database
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permissions expected or expected permissions explanation = Monitor
= Capture unexpected permissions - App category = Explain why permission
URLs/Links usage « Identify - Rule score permission changes after
(shared by user) e Identify unexpected - Historical change exists updates
potential permissions - Al confidence * Whether * Generate
privacy risks + Assign rule * Classify risk level expected or not privacy alerts
score (Low/Medium/Hig s Privacy e Show
h) implications dashboard and
reports

Final Output
* Overall Privacy Score
* Risk Level (Low/Medium/High)
» Al Explanation & Recommendations
= Privacy Insights & Alerts

IV. RESULT AND ANALYSIS

The proposed Real-Time Privacy Monitoring and Prevention System framework provides a structured method for
examining the privacy risks of installed Android applications. The system collects application details and analyzes the
permissions requested by each application. Instead of judging an application only by the total number of permissions, the
framework considers the sensitivity of permissions and their relationship with the application's purpose. This makes the
analysis more meaningful because different applications require different types of access. The analysis is intended to help
users identify applications that may need further privacy review.

The permission and rule analysis provides a clearer understanding of whether requested permissions are reasonable for
an application. Sensitive permissions such as camera, microphone, location, contacts, and SMS are given greater attention
because they may provide access to personal information. The Rule Engine compares these permissions with the expected
requirements of the application category. For example, location access can be reasonable for a navigation application,
while the same permission may require additional review in a basic calculator application. Therefore, the proposed
approach focuses on the relationship between application functionality and permission usage rather than treating every
sensitive permission as harmful.

The Al-based explanation module improves the usefulness of the analysis by converting technical results into simple
language. The Gemini Al component uses application information, permission details, application category, and the
calculated risk information to prepare an explanation for the user. The explanation can describe why a permission may
be required, what type of information it can access, whether the permission appears suitable for the application, and what
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precautions the user can consider. In this way, Al is used mainly to improve understanding and provide recommendations,
while the main privacy assessment continues to depend on the permission analysis and predefined rules.

The case-based analysis shows how the framework can respond differently to applications with different permission
requirements. An application whose permissions are closely related to its normal functions should produce fewer
unexpected-permission findings. In contrast, an application requesting several sensitive permissions that do not clearly
support its main purpose should receive greater attention from the risk assessment process. The framework can also
compare permission information when an application changes after an update. This makes it possible to identify an
increase in sensitive access and reassess the application's privacy condition. Such contextual analysis provides more
useful information than simply displaying a list of permissions.

The Privacy Dashboard brings the results of the complete analysis into a single user-friendly interface. It can present the
overall privacy score, analyzed applications, risk categories, recent analysis information, and recommended actions. This
presentation allows users to quickly identify applications that may require further review. However, the generated Privacy
Risk Score should be understood as an assessment indicator rather than proof that an application is malicious or unsafe.
Some applications may request permissions for optional features, and their actual purpose may not always be clear from
permission information alone. Similarly, Al-generated explanations depend on the information supplied to the Al model.
Overall, the proposed framework provides a practical way to connect Android permission information, contextual rule
analysis, risk scoring, and Al-based explanations to improve user privacy awareness.
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VII. CONCLUSION

This paper presented Real-Time Privacy Monitoring and Prevention System, an Android-based privacy advisory
framework designed to improve users' understanding of application permissions and their associated privacy risks. The
proposed system combines application scanning, permission analysis, rule-based privacy evaluation, Privacy Risk Score
calculation, and Al-generated explanations to provide meaningful privacy information in a simple and understandable
manner.

Unlike traditional permission managers that primarily display technical permission lists, the proposed framework focuses
on helping users understand why permissions are requested, what information they can access, and whether they are
appropriate for a particular application. By presenting this information through a clear dashboard and user-friendly
explanations, the framework supports informed privacy decisions for both technical and non-technical users.

The proposed framework is designed to complement Android's existing security model rather than replace it. It does not
modify applications, intercept user activities, or bypass Android security mechanisms. Instead, it acts as an intelligent
privacy advisor that improves awareness while respecting user control and platform security.

Future enhancements such as continuous monitoring, adaptive privacy scoring, and advanced machine learning
techniques can further improve the effectiveness of the framework. Overall, Real-Time Privacy Monitoring and
Prevention System demonstrates how permission analysis and Artificial Intelligence can be combined to create a practical
solution for enhancing privacy awareness on Android devices.

VIII. FUTURE WORK

Several enhancements can be incorporated into future versions of Real-Time Privacy Monitoring and Prevention System.
Introduce machine learning models that automatically learn privacy patterns from large datasets.

Continuously monitor permission changes after application updates.

Extend privacy analysis to URLs shared through messaging platforms.

Generate personalized privacy recommendations based on user preferences.

Improve privacy scoring using adaptive weighting techniques.

Develop cross-platform support for additional mobile operating systems.

Integrate cloud-based privacy intelligence for faster rule updates.

These improvements will enhance the overall capability of the framework while maintaining the objective of improving
user privacy awareness.
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